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About VisionLabs

General information

VisionLabs is an international company, a recognised leader in the field of computer
vision.

Specialises in creating software products for facial, body, vehicle, gesture and other
object recognition.

VisionLabs develops biometric products based on proprietary algorithms for various
stages of integration:

v’ Software Development Kit
v Face Recognition Platform
v' Hardware and software systems

Team

The company has 270+ employees, including:
v" more than 50% are developers and researchers

v more than 15% - implementation engineers and technical support specialists
assisting pre-sales, post-sales and providing operational support to users

Compliance and Certifications

9001 :RICCV
2015 CVP R

CERTIFIED

v Intelligent transport system
v' Solutions for recognition on devices

VisionLabs in 2025

13 of expertise in computer vision and object
years recognition

300+ clients from various sectors: government, transport,
finance, telecoms, retail, healthcare
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o of cameras around the world use VisionLabs software
million

11,5 events in real time are processed monthly by
billion VisionLabs software
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Advantages of VisionLabs algorithms

Accuracy and speed of algorithms

Variety of supported operating systems
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30,1 Search speed on the base of 3 million
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_ ranked in the top 5 of NIST’s in major evaluation
80,2% False  mismatch  errors  for  1-fo-1 tracks, with VisionLabs ranking 1 in 4 of 6 categories
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https://pages.nist.gov/frvt/html/frvt11.html
https://pages.nist.gov/frvt/html/frvt11.html
https://www.ibeta.com/wp-content/uploads/2022/10/221010-VisionLabs-PAD-Level-1-Confirmation-Letter.pdf
https://www.ibeta.com/wp-content/uploads/2023/02/230210-VisionLabs-PAD-Level-2-Confirmation-Letter.pdf

VisionLabs in international rankings: verification

TOP-1

based on NIST

leadership

in4

categories

among more than 500 submitted algorithms from vendors
around the world, for the first time in NIST history

in the verification track - comparing two samples to
determine whether they belong to the same person
(FRTE 1:1 Verification)

NIST FRTE 1:1 Verification Leaderboard results by

testing results
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1 The current version of the neural network for recognition, designated in the report as gazsmartvisionai-002.
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2 An outdated version of the neural network for recognition, designated in the report as gazsmartvisionai-001 / qazsmartvisionai-000.
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https://pages.nist.gov/frvt/reports/11/frvt_11_report.pdf

VisionLabs in international rankings: identification

TOP-1

leadership

in 6 categories

among more than 500 submitted algorithms from vendors
around the world

based on NIST
testing results

in the identification track - searching for a specific
person from a multiple sample database (FRTE 1:N
Identification)

NIST FRTE 1:N Identification Leaderboard results by category
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in 2 tracks

of identification testing VisionLabs is the leader
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Background information

1The current version of the neural network for recognition, designated in the report as gazsmartvisionai-002 2 One-to-many comparison (e.g., checking if this person is present in the security database) 3 Search for a specific person in the database (e.g., identification of a

suspect from a crime scene photo).


https://pages.nist.gov/frvt/html/frvt1N.html

Scenarios of Biometric platform application in the financial sphere

Remote processing of services

Providing services to customers via mobile application

Online proctoring Biometric payment

Payment for goods and services "at a glance"

‘ Alternative to SMS 3DS 2.0
Face-to-face customer authentication in the

payment process using 3D-Secure 2.0 protocol

@ Phygital office

Service according to biometric profile

Automating the monitoring of compliance
with the rules for remote events

Detection of anomalies

Identification of abnormal behaviour

Cross-selling @

Recognising customers from partners

Access control by biometrics )

Contactless authentication when
passing through the turnstile
Digital queue @

Customer service automation

Application scenarios of
biometric platform in the
financial sector using
VisionLabs technologies

!

High-quality biometric collection

Automating photo image quality checks

Biometric ATM

Confirming transactions with additional
Biometric card vending machine face authentication

Instant card issuance using facial
authentication



VisionLabs services: Verification and identification

Identification
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1-to-1 comparison &, 1-to-N comparison
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Identification, searching for a specific
person in the database by identifying
features.

Identity confirmation using an existing
template with characteristic features.

NIST results

FRTE 1:1 2024-09-25 FRTE 1:N 2024-12-18

Tracks Verification Identification
@ place VisionLabs! VisionLabs!
@ place VisionLabs? NEC

ﬂ place Recognito Idemia

Face Recognition Accuracy?

Verification

1 error "mistaking a stranger for your own" (0.001%)

! i 100,000 enquiries

200 errors "didn't recognise their own" (0.2%)

MUGSHOT

1 error "mistaking a stranger for your own" (0.0001%)

! i 1,000,000 enquiries

BORDER 1,400 errors "didn't recognise their own" (0.14%)

1 error "mistaking a stranger for your own" (0.001%)

- F i 100,000 enquiries
BORDER

IN MASK 1,570 errors "didn't recognise their own" (1.57%)

300 errors "mistaking a stranger for your own" (0.3%)

! i 100,000 enquiries

90 errors "didn't recognise their own" (0.09%)

MUGSHOT

300 errors "mistaking a stranger for your own" (0.3%)

! i 100,000 enquiries

130 errors "didn't recognise their own" (0.13%)

e i

VISA BORDER

1 The current version of the neural network for recognition is indicated in the reports: FRTE 1:1 gazsmartvisionai-002; FRTE 1:N gazsmartvisionai-001. 2The outdated version of the neural network for recognition is identified in the report FRTE 1:1 gazsmartvisionai-001.

3Based on the results of independent algorithm tests at NIST


https://pages.nist.gov/frvt/reports/11/frvt_11_report.pdf
https://pages.nist.gov/frvt/html/frvt1N.html

VisionLabs services: Liveness

Types of Liveness

r A
. - :
LQ_' Liveness (@ Active Liveness OneShot Liveness Additional modalities
' L4 (OSL) \
Recognising a biometric presentation attack, where an Determining Liveness Definition of Liveness Face authentication by
attacker attempts to use a video or photo of another through user interaction where no interaction is Depth channel, IR channel
person to bypass the recognition system and gain with the camera required

access to that person's personal data. camcordered

Types of attacks to be prevented Accuracy of the Liveness algorithm? Independent results
> Accuracy of the backend version E@] Testing iBeta
of the algorithm? -
c = B -
= e Liveness algorithm has successfully passe
2 . _ _ The Li Igorithm h full d
@ oot 4% Mistook a live iBeta testing compliant with ISO 30107-3 Biometric
§ pape?/gc?gen Paper mask Mistakes person for an attack® Presentation Attack Detection (PAD) Standard, Level
O 1 and Level 2.
=
§e)
% | 100 %
o 0,5% Mistook the attack
_e) Mistakes for a live person3 hacking attempts were successfully recognised
&) , . by the system. A total of 1800 (Level 1) and 1500
© Video of the face Volumetric head .
3 driven mask (Level 2) hacking attempts were made.
2024-04

1 According to the results of VisionLabs testing. The accuracy of algorithms depends on a set of factors: system resources, image quality, etc. 2 Data on testing other versions of the Liveness algorithm are available on request. 3 Values are
given with Liveness threshold set to 0.5



DeepFake Detection: npumep (1/2)
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DeepFake Detection: npumep (2/2)
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VisionLabs services: Deepfake recognition

Types of Deepfake attacks

Definition

Q, Deepfake

Recognition of an attack on a biometric system, in which an attempt is
made to spoof the original video stream / image by connecting and
superimposing existing images and videos onto the original ones at the
time of data transfer / download. Can be used to attack interactive
Liveness and as part of a virtual camera attack.

Algorithm accuracy? S02a0
4-05

ke
Overall accuracy of DeepFake
‘ 0 ‘
97% attack detection

Proportion of correctly identified “live” people

Proportion of correctly identified fakes?

1 Based on the results of tests of VisionLabs algorithms. The accuracy of the algorithms depends on a set of factors: system resources, image quality, etc.

Face Swapping and Reenactment

1 Face Swap?

Transferring a face from
the source image to the
target image.

Original
photo

2 Face Synthesis

Creating entire non- r ‘ .
existent high-quality facial ay | g
images .l 2 :)

with a high level of

realism. Real photos

3 Face Reenactment3

Shifting facial expressions
to control movements
and facial expressions
appearing in the video or
image.

Original
photo

Target

D Fak .
eeprake video

DeepFake

DeepFake

2 At the algorithm’s confidence threshold in the answer — 0.025. 3 lllustration from FSGAN article: Subject Agnostic



https://openaccess.thecvf.com/content_ICCV_2019/papers/Nirkin_FSGAN_Subject_Agnostic_Face_Swapping_and_Reenactment_ICCV_2019_paper.pdf
https://openaccess.thecvf.com/content_ICCV_2019/papers/Nirkin_FSGAN_Subject_Agnostic_Face_Swapping_and_Reenactment_ICCV_2019_paper.pdf

Contacts

d’

NIKOIAI SHIRIAEV

BD Director (SEA)

+66916978642
n.shiryaev@visionlabs.ai
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